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Technology as a Betrothed Wife to Law i
an Unhappy Marriage

An old man who loves stability, law claims to be y
heart. But forever young, technology wants to in | e and
disrupt. Betrothed to law, technology is often b mg for
something new and thrives in constant cha aw IS /
forever playing catch up, unable to fully u u : stand
technology's disruptive, fast, unstable, /r constantly
changing ways. The couples are unhappy. Technolo
threatens divorce. Law threatens showdown. Congequently,
law and technology constantly struggle to find a‘nexus. And
the struggle goes on, unhappily ever after. I
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video cameras will
be connected to Al;
* By 2020, 85% of
customer
Interactions will be
managed without
|_humans.

Artificial Intelligence (Al) /
. By 2020, 1 billion /
: -




Artificial Intelligence (AI)

« By 2025, Al software
market will be $60 billion;

* By 2030, Al will add an
estimated $15.7 trillion to
global GDP.
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Cloud
Technology

Storing and
accessing data
and programs over
the Internet instead
of your computer's

hard drive.




Internet of
Things (l1oT)

A glant network

W e of connected /
i >< "things"
&//‘ I \\ - (including/

ks par N people)

Gartner says that by 2020 there will be
over 26 billion connected devices. L
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Interaction between Law and Technology

"Law and technology interact when legal ruI

foster or retard the development of techno /
They also interact when society decidesAt
technology produces undesirable /'
employs legal rules to contain or me
results.”- Daniel J. Gifford, 'Law 2 / Technolo
Interactions and Relationships’, Minnesota
Review, Journal of Law, Scténce & Tech
2007, Vol 8, Issue 2, 572 7]
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What 1s law?

“Law is social
engineering which means
a balance between the
competing interests In
society.”-




Electronic Evidence: Challenges In
Admissibility of Electronic Evidenge

Until the Evidence Act of 1945 was repealec ///
Evidence Act 2011, computer-generated //u nce w
completely inadmissible in judicial proceethnhgs In
Nigerian courts. Esso West Africa In A . Oyegbol
(1969) 1 NMLR 194, the Suprem % rt said obl at
"The law cannot be and Is not igriiorant of modefrn
business methods and must not shut its eyes to the _
mysteries of the computer"”. —Ij




Nexus: The Evidence Act 2011 acceptg
electronic evidence if it meets t
conditions therein.

Section 84 of the Act
adopted the provision of

section 5 of the English
Civil Evidence Act 1968.




Nexus Contd: Section 84 on Conditi
for Admissibility of Electronic Ev ze

7,

(a) The computer from which the document was r gefuced,
was used regularly during the material perlo re

electronic information or to process mform i f the kln/
stated in the document;

(b) The computer from WhICh the do ent was pro

contained in the document was derived: LEs



Nexus Contd: Section 84 on Conditi
for Admissibility of Electronic Evi ze

(c) That throughout the material period, the computs
operating properly; and where it was not, eV|de st be
provided to establish that during the period w / e computer

was not operating properly, the production / document
the accuracy of its contents were not co omised or affe /d/

and

(d) That the information in the statemént is reproduc
derived from the information supphed to the computer in the
ordinary course of the activities in question. i
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Intellectual Property

In the area of intellectual
property, technological
advancements in digital
media continue to iImpact on
IP, both positively and
negatively. More and more
sectors are becoming IP-
intensive. Unlocking Innovation
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Challenges: Six Characteristics of Digita
Media Present Serious Challenges to IF

AN\ N

replicated; I |
(2) the ease with which they can be trgy =

(3) the ease with which they can be e dified and //
manipulated;

(4) the equivalence of works indigital form;
(5) the compactness of works In digital for

N\

(1) the ease with which works Iin digital f g be
Mitted;

“and



Challenges: Six Characteristics of Digita
Media Present Serious Challenges to IF
Contd ...

(6) the capacity works in digital media have 1o eating /

new methods of searching digital space agd ' limking work

together. /

Pamela Samuelson, 'Digital Media and th2"Changing Face
ntellectual Property Law', Berkeley Law Scholarship
Repository, Law, 16 Rutgers Compduter & Tech. L.J. 323 (1990), 323,
324
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Nexus: Law and Technology can combine
protect IP Iin the digital age

1. Content Identification Technique e.g YouTube’

Content ID; /

2. Blockchain-powered anti-counterfeiting r// xYanisms; /
3. Encryption for digital contents such as 2bo0ks;

4. Online Dispute Resolution (ODR) fopAdpfmain-name
trademark infringements to cater to gigial business
commerce sites, and others doing‘business onling or
providing services online; and

5. Technology-friendly IP law reforms. |_




Artificial Intelligence

First, a “smart robot” has been defined a

S “one whick
autonomy through the use of sensors and/or /

Interconnectivity with the environment, WhiC at least
A

a minor physical support, which adapts its ggnhavior and
actions to the environment and which Cagy

as having ‘life’ in the biological sense
made to “introduce a system for registef
robots that would be managed by‘an EL

%
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Agency for

Robotics and Artificial Intelligence.”- Civ
Robotics, European Union Parliament

| Law Rules on




On ethical issues, a Code of Ethical Conduc
Robotics Engineers and a Code for Researck

Ethics Have Been Developed

Four ethical principles in robotics engineeri

1) Beneficence: Robots should act in the bgst mterests cy
humans; / /

2) Non-maleficence: Robots shoulad arm human
3) Autonomy: Human interaction wit rObots shoul

voluntary; and
4) Justice: The benefits of robatics should be distributed

fairly. .




Two Options Have Been Suggested for
Determining Liability of Robots

1. Strict-liability approach (no fault required

2. Risk-management approach (liabilit

who was able to minimize the ris

Instructions given to the robotand to its de
autonomy.




Challenges with Al-powered Devices -~
1. The Question of Fault Challenge

"The real iIssue with Al powered devices Is //b gt’as
iIncreasingly the decisions that they ta zome

more and more removed from any dirg &
programming and are in turn more gased on mac
learning principles, as we have ' ssed abov

becomes harder to attribute the question of fault."-
John C. Buyers, Atrtificial Intelligence: the real legal isSues, Society
for Computers and Law Journal, June 2017
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Challenges with Al-powered Devices Co

2. The Big Data challenge

a. Smart devices stream terabytes of daiz

mich oftey
violate data protection and privac /
d

b. the use of predictive analytics #iofelled by AlAs
by businesses to serve customers create pri
concerns.




Nexus

1. Strict liability system backed by
mandatory insurance policy; ang
2. Government licensing syste r/




Blockchain and Cryptocurrency

“The blockchain is an incorruptible digita
ledger of economic transactions that can’ e
programmed to record not just fina /r///
transactions but virtually everyt gt value.”

- Don Tapscott and Alex Tapscott, cited Ip / ator lhenyen
'How the Blockchain Will Help Law ', ote Address,

Blockchain & Cryptocurrency Conferénce , Civic Centy
Victoria Island, Lagos, 19—-20 May 2018




Some Facts and Figures about Blockc

» 30%: Blockchain’s reported potential for reguc)

bank infrastructure costs; /

« $20 billion: Amount the global blo arket

ckc
IS expected to be worth in 2024, / /
« $1 million: Average investment in/blackchain
projects in 2017; and /
=

g

« $1.4 billion dollars: Estimated amount tha
financial and technology firms invested i
blockchain in 2016.




Challenges: Application of Blockchain |
Cryptocurrency--Digital Currency

a. No cryptocurrency regulation by the Cent#
Bank of Nigeria (CBN) but CBN has war anks
from touching cryptocurrency;

b. Securities and Exchange Commisgion (SEC) h
warned investors and the publicoid dealin
cryptocurrency because it is highly risky and
susceptible to scams; and
c. Data protection and privacy are of great concern.




Nexus

In the absence of CBN regulation of crypt

In Nigeria, many cryptocurrency busme ave
adopted Know Your Customer (KYC) //a ntl-
money Laundering (AML) policies a / andards t
bring their operations In Conform ith bankin /
regulations. But as the cryptoc ,/: WAUEILG

grows bigger, it will need cryptocurrency legislation

or regulation administered’by CBN.




Digital Rights and Freedom of Nigerians

"With up to 91.6 million people on the internet, that
has Africa’s biggest and most vibrant press, most
youthful population, and fast-growing telecom and
e-commerce Industries, safeguarding the rights
and freedoms of Nigerians in the digital

environment IS critical."- Senator Ihenyen, 'Nigeria:

Analysis of the Digital Rights and Freedom Bill', Data Protection
TLe‘ader, April 2018, Vol 15, Issue 4




Challenges

1. The rise of social media, online publishing
platforms, and the Internet generally has /.. 1N
both flagrant infringements of citizens' ri :
freedom expression and association, apd also
citizens' abuse of these rights. /

2. The rate of defamatory comments, /mflammato
statements, hate speeches, etc / Increases

significantly on social media and the cyber
generally and this calls for some level of control.  |[; |




Challenges Contd ...

3. Though Chapter 4 of the 1999 Constitution gith€
Federal Republic of Nigeria (as amended)
guarantees the fundamental rights of e Migerians
under, it has been practically inadequatg i the digit

environment.
4. The Cybercrime Prevention Ac/Z015 already

contains provisions that border on cyber activities but
these provisions have been imadequate and they onl;H
cover criminal liabllity. -




Nexus ..}

* Technological advancements especially
media technology require that Nigeria
legislation that addresses civil concerfis such as/
citizen's digital rights and freedong’irt a digital
age. The Digital Rights and Fr m Bill lar /
addresses this, creating a nexus between law
and technology in a digital‘age.




Conclusion and Recommendation

1. The Evidence Act 2011 needs to be simplified. Plaip
English Is recommended. /

2. Nigeria needs to amend its IP laws to en
compete in the new global economy. Fo ple, the /
Digital Millennium Copyright Act (DMC 8 IS the
United State's reaction to the rising .// f copyright
iInfringement on the Internet. Also / eed to ame
Patents and Designs Act to requife substantive

examination so Nigerian patents can be globally credib
and competitive.

D




Conclusion and Recommendation

3. Our legislators need to put more effort
regarding legislations that touch on ’rechn SO
Nigeria does not continue 1o lag behind Ulelg
as the Computer Security And Cri’ric 0 ma‘rion/
Infrastructure Protection Bill 2005; th / foer

Security and Data Protection Ag /
(Establishment, etc.) Bill 2008; th& Hectronic Fr
Prohibition Bill 2008; the Nigerid Computer
and Protection Agency Bill2009; the Cormiputer =
Misuse Bill 2009, etc all call for legislative action. il -




Conclusion and Recommendation

4. Nigeria urgently needs a comprehensive Ieg ion
on data protection and privacy. Data Is now 8 lew
oll". The European Union's recent Gene a
Protection Regulation (GDPR) Is Instrucgve

The /
National Information Technology z’{a ment
Agency's (NITDA) Data Protection &sufdelines wa
drafted to achieve this, but there no evidenc
the Guidelines has been issued since NITD
made the draft public In September 2013.

at
Irst




Conclusion and Recommendation

5. The legal system in Nigeria must learn to Ie

on not only the nexus between law and tech ' fo/ IN
the aspects of the application of law to tec gy but
also the application of technology to Ia oehnology
can be used to Improve access to an / Inistration
justice, such as Online Dispute R lon (ODR);
law firms deploy smart contracts and e-discover
enhance legal reasoning and résearch throu
powered legal analytics or legal informatics. |—|
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